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A brief history of isogeny-based crypto

SIDH

First practical isogeny-
based protocol

2011

2022

SIDH attacks

Efficient key-recovery
attacks on SIDH

Constructive
applications

The attacks are used to build

SQlIsignHD, (Q)FESTA,
SCALLOP-HD,

VDFs, VRFs, etc.

Countermeasures

Variants of SIDH including
M-SIDH, MD-SIDH,
binSIDH, terSIDH, etc.



The SIDH protocol
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The attacks on SIDH
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Higher-dimensional representations
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How to push HD representations
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How to get a shared secret

Xo Xa = [y]®(Xo)

Xs = [O]P(Xo)




The POKE PKE




Key generation
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The POKE PKE

. =[a]®(F), Qa =[a]D(Q)
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P,Q Xa = [¥]D(X)

®
ord P, Q 3b
ker U = | ker P’ =
ore X : ‘ < pL_I)l_ Q> v < Pa+ [r]Qa >
o
(Q)
)

[0]W(F), [6']W
Xs =[nIH(X

0] (Px), [0 (Qn)




Secu rl'l'y can we recover an isogeny of secret degree

__given its action on large torsion?
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Results

D2\
Parameters /

o 2A: order of torsion points for HD repr _ ~anbf o3
« 3P = 22A; degree of smooth isogenies } p =223 f-1 =2

e X = 2NM2: order of X with x | p-1
Size (bytes) Time (ms)
A pkemp|  |Ctemp] KeyGen Encrypt Decrypt
128 272 384 496 110 190
192 408 576 840 201 382

2006 044 768 1552 342 607



A non-interactiveish key exchange



e Split KEMSs

Proposed by Brendel,
Fischlin, Giinther,
Janson, and Stebila
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A split KEM?

=[a]®(P), Qa =[aT]D(Q)
Pa = [B]P(P), Qa = [B](Q)

P Q _
X o Xﬁ_ [Y]D(X)
K _ | ker ' =
U ‘ j;t'i Q> v < Pa + [r]QA >
[O]Y'(Pa), [0T]W(Qa)
° °
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Xs =[N]P(X) Xag = [O]Y’(Xa) = [¥]D(XB)

A simple attack
kerd' =Pkerd) = Peckerd=pP)eckerd =  recover [a]P(P)



uniSIDH isogenies

P, P’ [a] o(P), [B]$(P)
NDR \Hf]dD(P'))
([al$(P) )
(P}
(PP ([cl(P). BlbP))
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R B'|B ker = < [B/B'] R>

ord R =B = p1-p2-...-pa B' = p2-p3-...-p122



A split KEM?

=[a]®(F), Pa =[a]d(Q)
Ra = [B]P(R), Xa = [¥](X)

R, X
® °
K — : ker L|)I —
<e[13t})B']R > Y < [B/B']Ra>
[O]W(P4), [0T]P'(Qn)
® °
6 , [0 ;
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secure against active attacks?



Active attacks countermeasures — Alice

/p”me 1. Scale , by [0 '] and [0 ]
2. Compute HD repr. of

| | 3. Obtain Xag = ©'(XB)
Xe 4. Check Pag =[]®’(Pa)
and Qas =[]’ (Qa)



Active attacks countermeasures — Bob

XaAB = [O]U eph(Xa)

o o
repeat Doon P eph
multiple
times
=la]®(P), Pa =[a1]d(Q)
Ra = [B]®(R), Xa = [y]$(X)
® o
K = : ker L|)I =
<e[rBL})BI]R > Lp < [B/B']RA>
(Symm.) Encrypted under
sk = Xag1 || Xasz2 || ... || Xast
5 5 ° = :
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An oblivious PRF



Oblivious PRFs

F(ka ) Server
o PAKE |
-Vr'\va’cefse’( '\Mevsec’(\ n 1
ofass ord checking



A POKE OPRF

XaB = [O]Y’eph(Xa)

® ® ®
repeat L|)Ieph
multiple Vepr
times
=[a]d(P), Pa=[a]d(Q)
Ra = [B]$(R), Xa = [¥]P(X)
® ® ®
| ker ' =
ker | = p |
< [B/B'R > < [B/B'|RA >
(Symm.) encrypted under
sk = Xag1 || Xas2 || ... || Xast
[O]W(P), [O°]W( ¢ ¢ ¢

[0]Y7(P), [0°]'(QA)




Results

p=2aBf-1 = 1500 bit ¢orx =129 = total bandwidth: < 29 kB

andrea@MBP POKE % sage POKE_OPRF_spli1tKEM. sage

POKE OPRF
Server's) KeyGen: 3.2 s
Client's) Request: 12.2 s
BlindEval: 80.0 s
BlindEval: 12.8 s (parallel, 8 cores)
BlindEval: 3.2 s (parallel, 25 cores)
Finalize: 10.1 s




Conclusion

New framework for SIDH-like
diagrams with high-dimensional
representations

A new PKE, both efficient
and compact

Many more applications, including
split KEMs and OPRFs



